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Abstract. This paper proposes an identification scheme realizing an authentica-
tion system with smart cards. The proposed scheme satisfies the following prop-
erties simultaneously: security, unlinkability in multi-service environment and
memory efficiency, although a system which satisfies only two of these prop-
erties can be constructed with trivial extensions of existing systems. However,
to the best of our knowledge, there has not existed a system that satisfies all
of these properties. Unlinkability in multi-service environment is a property of
privacy protection such that user’s actions or preferences are not linked by the
adversary by analyzing logs from distinct service providers. We first present an
identification scheme for multi-service environment, which utilizes pseudoran-
dom functions. We then give a formal definition of unlinkability in multi-service
environment, and prove that our scheme is secure, unlinkable and memory effi-
cient.
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1 Introduction

Identity management systems and technologies, including authentication systems, are
getting more and more essential for our life. In particular, authentication plays an im-
portant role to prevent impersonation attacks caused by ID-theft. Hence authentication
systems must be secure against not only outside attackers but also malicious or careless
insiders.

Of various ways of authentication, this paper focuses on authentication systems
with smart cards which are more convenient to users than password-based authenti-
cation systems. Authentication in smart-card-based systems is realized by a proof of
possession of secret information stored in the smart card of the user.

Privacy problems in identity management systems are also receiving increasing at-
tention [1]. Due to the increase of data storage available and the progress of data min-
ing technologies, it is becoming easier to analyze a user’s action or preference from the
user’s service logs. This problem is more serious in multi-service environment since
logs of the same user in distinct services may be linked by leakage of these logs or
illegal coalition among distinct service providers. The property that a system can pre-
vent this problem is callednlinkability in multi-service environmeft]. A naive solu-
tion to the problem is to use a unique ID (pseudonym) and secret-key for each service



provider. However, it is not desirable that the memory requirement for storing secret-
keys and pseudonyms depends on the number of service providers due to restriction of
the memory size in a smart card. Therefore, authentication systems with smart cards
should be unlinkable in multi-service environment and the memory requirement should
not depend on the number of service providers.

We show the summary of requirements for authentication systems with smart cards
in this paper as follows;

— Security any adversaries cannot impersonate a legal user even if the adversaries
can use any information which service providers have.

— Unlinkability: any adversaries cannot link logs of the same user in distinct services
even if the adversaries can collect these logs.

— Memory Efficiencythe amount of memory using our system does not depend on
the number of service providers.

We construct our system basedidentification schemg8-5] andpseudorandom
functions[5]. An identification scheme can be a way of secure authentication, and any
strings can be used as secret-keys in the scheme. In our system, each user stores two
functions in his/her smart card. One is used to generate his/her secret-key and the other
is used to generate his/her pseudonym from a service ID. Hence the amount of memory
does not depend on the number of service providers. We assume that two functions are
values of two pseudorandom functions in our system in order to realize the property of
unlinkability in multiservice environment. A pseudorandom function, which is a ran-
dom variable whose values functions map strings to strings, is hard to distinguish from
a truly random function.

It is shown that our scheme satisfies these requirements by a formal model based
on Turing machines. We prove that our scheme is secure by using the formal defini-
tion of secure identification schemes [3, 5]. We also define the property of unlinkability
in multi-service environment formally based on Turing machine, and prove that our
scheme satisfies the property.

Applying our authentication system for multi-service environment, problems caused
by server-side mistakes or weakness, such as impersonation and linkage of distinct ser-
vice providers’ logs, are prevented, hence the system is reliable for users and service
providers can reduce the cost of identity management. In addition, our system is tolerant
to the further increase of service providers, not only because the memory requirement
for smart cards does not depend on the number of service providers, but also because
the memory need not be rewritten every time a new service provider is introduced to
the system.

This paper is organized as follows. Section 2 summarizes related work. In Section 3
we recall the identification scheme [5] which is viable and secure. We also introduce its
slight modification which retains viability and security. In Section 4 we consider an ex-
tension of identification schemes to the case where there are multiple service providers,
which uses random variables whose values are functions from strings to strings. We
also develop a formal definition of unlinkability in multi-service environment. Sec-
tion 5 proposes our identification scheme in multi-service environment which is viable,
secure, and unlinkable. We also show that in our scheme the memory requirement for



users’ smart card is independent of the number of service providers. Section 6 describes
an example of implementation of our authentication system based on Schnorr’s iden-

tification scheme and discuss overhead of computation time of our system. Section 7

concludes the paper.

2 Related Work

Password authentication and authenticated key agreement schemes with smart cards, in
which the size of memory is independent of the number of service providers, have been
proposed in [6-8]. All of these schemes can prevent eavesdropping adversaries from
impersonating a legal user, however, they cannot prevent adversaries such as inside
attackers who can get any information in server-side, from impersonating. Juang [6]
and Hwanget al. [7] did not discuss privacy protection. There are some authentication
schemes which are secure against these attacks, for example, authentication schemes
based on public-key encryption, identification schemes based on zero knowledge proof
or three-move identification schemes [3,4] and so on. However, to the best of our
knowledge, none of them discussed the relationship between these schemes and multi-
service environment.

On privacy protection technologies for authentication system, there are two notions
of anonymity from the viewpoint of authentication, calledak anonymitypseudonymity
andstrong anonymityunlinkability). Weak anonymity is a property that although a ser-
vice provider can know whether two trials to be authenticated are done by the same
user or not, the service provider cannot know the identifier of user. Strong anonymity
is a property that a service provider cannot determine whether two trials are done by
the same user or not. Liaat al. [8] proposed an authentication and authenticated key
agreement scheme with strong anonymity, however, the scheme is not secure against
inside attackers as well as the previous schemes [6, 7]. Authentication schemes based
on anonymous credentials [9, 10] or group signatures [11, 12] satisfy both unlinkabil-
ity and security against inside attackers. However, the implementation cost is too high
for smart-card-based systems and in authentication systems based on these schemes,
the service providers cannot provide different services for each user. Nehal 2]
proposed the notion of unlinkability in multi-service environment, which is a kind of
weak anonymity, however, the notion has not been defined in terms of computational
complexity theory.

3 ldentification Scheme

In this section, we explain the definition of identification schemes [5] and we discuss the
viability and the security of identification schemes replacing the identification protocols
with extended ones.

3.1 Definitions

An interactive Turing machindTM) is a multi-tape Turing machine with read-only in-
put tapes, a read-and-write work tape, a write-only output tape, a pair of communication



tapes, and a read-and-write switch tape consisting of a single cell. One communication
tape is read-only and the other is write-only.
Two ITMs A and B are said to be linked if

— an input tape ofd coincides with an input oB,

— the read-only communication tape 4fcoincides with the write-only communica-
tion tape ofB, and vice versa, and

— the switch tape ofl coincides with that of3.

The shared input tape is called tbemmon input tapef the two ITMs, while the other
tapes are called auxiliary input tape A joint computationof two linked ITMs is a
sequence of pairs of the local configurations (that is, the state, the contents of the tapes,
and the positions of the heads) of the ITMs, where the configuration of one ITM is not
modified when the configuration of the other ITM is modified, which is realized by the
switch tape. The output of a joint computation is the content of the output tape of one
of the ITMs.

The output of a Turing machind on an inputz is denoted byA(z). We denote
by (A, B) a joint computation of ITMsA and B, and by(A(y), B(z))(z) its output
on a common inpug, an auxiliary inputy for A, and an auxiliary input for B. We
sometimes omit the brackets if the input tapes are blank. In the rest of this paper, we
sometimes call a Turing machinkan “algorithm” A, and a joint computatiofA, B) a
“protocol”. If A is a probabilistic algorithm4,.(z) denotes the output of on an input
x and random coins. We denote byoly() some fixed but unspecified polynomial, and
p(n) denotes any polynomial of € IN.

Definition 1. Anidentification schemes a pair of a probabilistic polynomial-time al-
gorithmT and a protocol( A, B) of two probabilistic polynomial-time ITMs such that:

— Viability: For anyn € N, anya € {0,1}™ and anys € {0, 1}P°¥(®),
Pr[(P(s), V)(a, Is(e)) = 1] = 1.

— Security:For any pair of probabilistic polynomial-time ITMB’ and B”, any suf-
ficiently largen € N, anya € {0,1}™ and anyz,

1
Pr[(B"(z,T,), V)(a,Is, (o)) = 1] < —,

(B (2T, V) Is, () = 1] < s
wheresS,, is a random variable uniformly distributed ovée, 1}P°%¥(") andT;, is
a random variable describing the output Bf(z) after interacting withP(.S,,), on
common inpufa, I, (o)), for polynomially many times.

Then, the string is called asecret-keythe stringu is called gpseudonynthe algorithm
I is called averifying-key generating algorithythe output off is called averifying-key
and the protocolA, B) is called aridentification protocal



3.2 Extension Based on Equality

In this section we show that our extended identification protocol is viable and secure.

For any protocol A, B) and any input, it is easy to see that there exists a protocol
(A, B) such that

(A, B)(x) = (A'(x), B'(x)).

In addition, it is easy to see that there exists a protoddl, B”) such that
(A'(x), B'(x)) = (A"(x), B").
The next lemma follows from the above arguments.

Lemma 1. For any identification protocol{P, V'), anyn € N, anya € {0,1}" and
anys € {0,1}P°v(") there exists a protocdlP’, V') such that

(P(5), V)(a, Is(@)) = (P'(s, @), V') (Is()).
For instance, the protocdHd’, B’) can be constructed as follows:

1. P’ is an ITM which readsy on the auxiliary input tape, writes in the write-only
communication tape, and then behaves in the same man#r as

2. V' is a modification ofl/, which readsx on the read-only communication tape
instead of reading: on the common input tape.

The identification protoco{A’, B’) is called theextended identification protocal.r.t.
(4, B).

Lemma 2. If (A, B) is an identification protocol, the extended identification proto-
col (A, B) w.r.t. (A, B) satisfies the following property: for any pair of probabilistic
polynomial-time ITMsB’ and B”, any sufficiently large: € N, any«a € {0,1}™ and
any z,

1
p(n)
where S,, is a random variable uniformly distributed ovéb, I}POIY(”) andT, is a
random variable describing the output &F(z) after interacting withP’(S,,, ), on
common input/s, («)), for polynomially times.

Pr[<BH(sznaQ)vvl>(ISn (a)) = 1] <

b

Proof. Assume that there exists a pair of probabilistic polynomial-time ITtMsand
C" such that for am’ € {0,1}" and a2/,

1
Pr[(C" (¢, T}, a),V(Ig (o)) = 1] > —,

Itelf 1 Vs (@) =1 =
whereS’, is a random variable uniformly distributed ovgr, 1}P°¥(") andT?, is a ran-

dom variable describing the output 6f(z’) after interacting withP’(S!,,o’) on the

common inpu{(Zs: (a')) for polynomially times. We can construct a pair of probabilis-
tic polynomial-time ITMsD’ and D" such that:



1. D’ is a modification ofC”, which readsx on the read-only communication tape
instead of reading:.

2. D" is an ITM which skips writinge on the write-only communication tape, and
then behaves in the same manne€4s

Then the distribution of the random varialdl¥, which is the output oD’ after inter-
acting with P(S},), equals the distribution df’,. According to previous 1 and 2, the

pair of D’ and D" satisfies the following property:
1
Pr[(D"(Z,T.),V)(a,Is (&) = 1] > —.
(D"(Z", T,), V(e Is; (') = 1] o)

This is contradictory to the precondition th@®, V) is an identification protocol.
The next theorem follows from Lemma 1 and Lemma 2:

Theorem 1. Ifapair (I, (A, B)) is an identification scheme, then a pair of the verifying-
key generating algorithmhand the extended identification protocal’, B’) w.r.t. (A, B)
satisfy the following properties:

— Viability: for anyn € N, anya € {0,1}" and anys € {0, 1}Po (™),
Pr[(P'(s,), V') (Is(a)) = 1] = 1.

— Security for any pair of probabilistic polynomial-time ITMB’ and B”, any suffi-
ciently largen € N, anya € {0,1}" and anyz,

b

Pr((B"(z,Tn), V') (s, () = 1] < o)’

wheresS,, is a random variable uniformly distributed ovéd, 1}P°Y (") andT;, is
a random variable describing the output Bf (z) after interacting withP’(.S,,, «)
on common inpufg_ («), for polynomially many times.

4 Extension of Identification Scheme for Multi-Service
Environment

In this section, present the definition of identification schemes in multi-service envi-
ronment, which are obtained by extending the identification schemes of Definition 1.
The key is the use of random variables whose values are functions that map strings to
strings. We also give a formal definition ohlinkability in multi-service environment

4.1 Extension for Multi-Service Environment by Functions

In this paper, we consider random variables that take functions that map strings to
strings as their values. For ease of explanation, we consider only length-preserving
functions and we assume that the sample space of the random varigblé j§. Let
F,, be a random variable whose values are functions that mhbjp strings ton-bit



strings, that is, the multi-s€tf, : {0,1}" — {0,1}"},c0,13» With s representing ran-
dom coins. In the rest of paper, we also use the notdfjpas a probabilistic algorithm
which outputsf, (z) on inputz and random coins, where the meaning will be clear
from the context. We denoteg, (b) by fy, (b) whereU,, is a random variable uni-
formly distributed ovef0, 1}" since the random coins are random variables uniformly
distributed ovef0, 1}™.

We introducauser IDsandservice IDswhich aren-bit strings corresponding uniquely
to users and service providers, respectively. Egtand G,, be random variables that
take functions mapping-bit strings ton-bit strings as their values. For any userdD
and service 1D, f,(b) andg, (b) denote the secret-key and the pseudonym correspond-
ing to a andb, respectively.

Then, we defingdentification schemes in multi-service environmaenttich is a
quadruplet of a verifying-key generating algoritiiran identification protocalP, V'),
random variables,, and G,,. The definition of an identification scheme in multi-
service environment is obtained by replacing a secretskand an pseudonyiin Def-
inition 1 with f,(b) andg,(b), respectively. An identification scheme in multi-service
environment clearly satisfies the property of viability in Definition 1.

4.2 Unlinkability in Multi-Service Environment

We also focus on a property related to privacy protectiminkability in multi-service
environmentThis property means that any adversaries cannot link logs of the same user
in distinct services even if the adversaries can collect these logs. We assume that the
adversaries can get pseudonyms and verifying-keys. We define this property as follows:

Definition 2. An identification scheme in multi-service environn{gntP, V'), F,, Gy,)
hasunlinkability in multi-service environmerit for any probabilistic polynomial-time
algorithm A, any sufficiently larges € N and anyb # b’ € {0,1}",

Pr[A(gu, (b), gu,, (V') = 1] — Pr[A(gu, (b), gu: ()] = 1| < ——
and

| Pr[A(Ig,, ) (90, () gy, ) (gv, (b)) = 1]

~ Pr[A(Ty,, (g0, (), Ty 0 (g0, (0)) = 1)) < —

p(n)’
whereU,, and U, are random variables independently and uniformly distributed over

{0,1}".

As an example of “linkable” scheme, we consider an identification scheme in multi-
service environment in which the same secret-key and pseudonym (we assume they are
unique for each user ID) are used for all service providers. That is, we assume that for
any random coinas, f, andg, output the same string on any ingutn this scheme, itis
trivial to check whether or not two pseudonyms for distinct service providers correspond
to the same user. For a more concrete example, assume an algdfithinich outputs



1 if the first input equals the second input, and outputs 0, otherwise. It then holds that

Pr[A'(gu, (b), v, (V') = 1] = 1 andPr[A’(gy,, (b), gu;, (b)) = 1] < 1/p(n), hence
this scheme does not have unlinkability in multi-service environment.

5 Identification Scheme Achieving Security, Unlinkability and
Memory Efficiency

In this section, we propose an identification scheme in multi-service environment which
realizes an authentication system satisfying security and unlinkability in multi-service
environment by usingpseudorandom functiondn this system, each user stores in
his/her smart card two functions which pseudorandom functions take. In the authen-
tication phase, the secret-key and pseudonym of each user for a service provider is
computed by the two functions that take the service ID as their input. Then the user and
the service providers execute the extended identification protocol with his/her secret-
key and pseudonym. Lef) be a description of a functiofy and we assume any Turing
machines can execute the functipif the machines are given the descriptigf).

We show an identification protocoP”, V') w.r.t. an extended identification proto-
col (P', V') as follows:

— P” is an ITM which first reads f,), and (g,) on the auxiliary input tape, reads
b on the common input tape, and then compytg®) andg, (b). Next, P” reads
fa(b) andg, (b) instead of reading the auxiliary inpsite, then behaves in the same
manner ag”’.

The identification protoco{P”, V') is calledre-extended identification protocelr.t.
(P, V).

Our proposed identification scheme in multi-service environment is a quadruplet of
a verifying-key generating algorithify a re-extended identification protoo@?”, V'),
pseudorandom functions,,, and G,,. In what follows, we show that our identifica-
tion scheme achieves security, unlinkability in multi-service environment, and memory
efficiency.

5.1 Pseudorandom Functions

A pseudorandom functiomvhich is a random variable whose values are functions that
map strings to strings, cannot be distinguished from a truly random function. As a no-
tion of a pseudorandom function, Goldreich [5] is considering the set of the random
variablesF;, on the set of the functions frog0, 1}™ to {0, 1}" for any natural number
n. In this paper, we considéf,, for ann as a pseudorandom function.

For any oracle machin&/ and functionf, let M/ denote the execution éff when
given access to the oracfe

Definition 3. A random variableF;,, whose values are functions froih, 1} to {0, 1},
is called apseudorandom functiaif for any probabilistic polynomial-time oracle ma-
chine M and any sufficiently large € N,

Fn(qiny _ — Pr Hp (1ny — -
| Pr(M (1) = 1] — Pr[M ™" (17) 1]|<p(n),



whereH,, is a random variable uniformly distributed over all functions fréfm 1} to
{0,1}".

The following three lemmas are used to prove the security and unlinkability in
multi-service environment of our identification scheme. The next lemma follows from
Definition 3.

Lemma 3. For any pseudorandom functiorfs,, oracle reply fi;, (b) on any query
b € {0,1}", any probabilistic polynomial-time algorithm and anyz € {0,1}",
1
p(n)
whereU,, andWW,, are random variables independently and uniformly distributed over
{0,1}".

Proof. The oracle reply given byf,, on a queryt’ € {0,1}" is obviously uniformly
distributed over 0, 1}™. Assume for contrary that there exists a probabilistic polynomial-
time algorithmA’ such that, for some’ € {0,1}",

| Pr{A(fu, (), x) = 1] = PrA(Wy, z) = 1]| <

1
p(n)’
Let M’ be a probabilistic polynomial-time oracle machine which receives an oracle

reply with a queryy’ then invokesA’ on input the oracle reply and. Then we have
that

| PrA"(fu, (), ) = 1] = Pr[A"(Wy, ") =1]| >

| Pr[M'F (1) = 1] — Pr[M"H (1) = 1]| > Fln)’

which contradicts to Definition 3 of pseudorandom functions.
The following lemma can be shown similarly to Lemma 3.

Lemma 4. For any pseudorandom functidf,, oracle replyfy;, (b) on any query €
{0,1}", any probabilistic polynomial-time algorithm, B and anyz € {0,1}",

1
p(n)
whereU,, andW,, are random variables independently and uniformly distributed over
{0,1}".

The following lemma can be shown similarly to Lemma 4 since any joint computa-
tion can be simulated by a probabilistic polynomial-time algorithm.

| Pr{A(B(fu, (b), %)) = 1] = PrlA(B(Wn, z)) = 1]| <

)

Lemma 5. For any pseudorandom functiorf§, and G,,, oracle repliesfy, (b) and
gu, (b) on any query € {0,1}", any probabilistic polynomial-time algorithm, any
protocol (B, C') of probabilistic polynomial-time ITMs and anye {0,1}",

L
p(n)’
whereU,,, W,, and X,, are random variables independently and uniformly distributed
over{0, 1}"™.

| PrlA((B(fu,(b),x), C) (v, (b),y)) = 1=Pr[A(B(Wy, x), C)(Xn,y)) = 1]| <



5.2 Proof of Security

Recall the identification schem@, V') of Definition 1. Here, we show that an identifi-
cation scheme in multi-service environment using pseudorandom functidrs arsd
G, satisfies security.

Theorem 2. For any identification scheme in multi-service environméht(P, V'),
F,,G,) such thatF,, and G,, are pseudorandom functions, any pair of probabilis-
tic polynomial-time ITMsB’ and B”, any sufficiently larges € N, anyb € {0,1}"
and anyz,

Pr((B” (2, T;,), V)(b, 9v,, (b), Ly, v (90, (b)) = 1] < ﬁ,

whereU,, is a random variable uniformly distributed ové®, 1}™ and 7}, is a random
variable describing the output d¥’(z) after interacting withP(fy, (b)), on common
input (b, gu,, (b), I, )(gu, (b)), for polynomially many times.

Let P* be an ITM such thaly, = (P*(fv, (b)), B')(b, gu,, (b), L1, v)(gu, (b)))-

Proof. For any probabilistic algorithma , there exists deterministic algorithdAf out-
putsA’(r,xz) = A,(z) oninputz and outcome random coinsAccording to Lemma 4,
it holds that for any probabilistic polynomial-time algorithy

| Pr[A((P*(fu, (b)), B') (b, gu,, (b), L1, @)(9u, (b)) =1]

= Pr[A((P*(Un), B')(b, gu,, (b), v, (gu,, (b)) = 1]| < zﬁ'
That is, for any probabilistic polynomial-time algorith#
'Y = 1] - Pr _ 1
[PHA(T;) = 1] = PrIA(T,) = 1) <
whereT,, = (P*(Uy,), B")(gu, (b), Iu, (gu, (b))). Therefore, by Lemma 5,
| Pr((B"(2,T,,), V) (b, g, (b), L1y, ) (90, (b)) = 1]
= P(B (2. T2). V) a0, (8) o (a0, () = 1] <~

According to the definition of security in Definition 1,
1
Pr(B" (2, T2), V) g0, (0, T (v, 00)) = 1] < s,
hence 1
Pr{(B" (2, 1), Vb, 90 (0), Ly, (90 (B0)) = 1] < s

The next theorem follows from Theorem 1 and Theorem 3:

10



Theorem 3. If a pair (I, (P, V)) is an identification protocol, then our proposed iden-
tification scheme in multi-service environment, which is a quadruplét ef-extended
identification protocol P”, V') w.r.t. (P, V') and pseudorandom functio#$,, andG,,,
satisfies the following properties:

— Viability: foranyn € N, anya € {0,1}™ and anyb € {0,1}",

Pr((P'({fa): (9a)), V) (b, 11, 5) (9a (D)) = 1] = 1.

— Security for any pair of probabilistic polynomial-time ITMB’ and B”, any suffi-
ciently largen € N, anyb € {0,1}" and anyz,
1
p(n)
whereU,, is a random variable uniformly distributed ové®, 1}™ andT), is a ran-

dom variable describing the output Bf () after interacting with”’ ({ v}, (9u,,))»
on common input and () (gu,, (b)) , for polynomially many times.

Pr((B"(2,T;,), V') (b, I1,,, ) (9v, (D)) = 1] <

)

5.3 Proof of Unlinkability in Multi-Service Environment

Our proposed identification scheme in multi-service environment satisfies unlinkability
in multi-service environment.

Theorem 4. Our proposed identification scheme in multi-service environified®”, V'),
F,, G,,) has unlinkability in multi-service environment.

Proof. According to Lemma 3,

| Pr{A(ge, (b), gv, () = 1] — Pr[A(gu, (b), X)) = 1]| < ﬁ (1)
and )
| Pr[A(gu, (b), gw, (b)) = 1] — Pr[A(gy, (b), Yn) = 1]| < o) (2)

whereU,,, W,,, X,,, andY,, are random variables independently and uniformly dis-
tributed over{0, 1}". X,, andY,, are the same distribution, hence

‘PY[A(gUn(b)vXn) = 1] - PI"[A(gU”(b),Yn) = IH < Iﬁ (3)
According to Inequalities 1, 2, and 3,
| Pr[A(gu, (b), gur, (V))) = 1] — Pr[A(gu, (b), gw,, (V)] = 1| < Zﬁ.

In a similar way, according to Lemma 4,

| Pr[A(Ig,, 1) (90, (1) gy, ) (gv, (b)) = 1]

= Pr[A(Iy, @)(90, () Ix, (Ya)) = 1]| < p(% @

11



and

| PrA(Lyy,, ) (90, (0): T, o) (9w, (1)) = 1]

— Pr{A(T, (g0, (0)): Tz, (@u)) = 1]] < —

p(n)’
whereU,,, W,,, X, Y., Z, and@,, are random variables independently and uniformly
distributed ovef0,1}". X,,, Y,,, Z, and@,, are the same distribution, hence

()

| Pr[A(Lf, 1) (90, (D)), Ix, (Yn)) = 1]

1
= Pr[A(Iy, 1)(90,(0)),12,(Qn)) = 1]| < ——. (6)
According to Inequalities 4, 5, and 6,

| Pr[A(Iy, 1)(90,(0), Lsy, (g0, (b)) = 1]

— Pr[A(Iy, ) (9v, (), 5, @) (gw, (V) =1]] < —.

5.4 Memory Efficiency

The auxiliary input tape of”” of our proposed identification scheme corresponds to
the memory of each smart card of our authentication system. The memory efficiency of
identification schemes is defined as follows:

Definition 4. An identification scheme in multi-service environment is said tadm@ory-
efficientif the length of the auxiliary input tape @?” is independent of the number of
service providers.

Since the lengths of descriptiof,), and(g,) of functionsf, andg, are indepen-
dent of the number of service providers, we have the following theorem:

Theorem 5. Our proposed identification scherqg (P”, V"), F,,, G,,) is memory-efficient.

6 An Example of Implementation

In this section, we show an example of implementation of our authentication system.
The system is based on Schnorr’s identification scheme [4], and uses one-way hash
functions instead of pseudorandom functions. We then estimate an overhead with re-
spect to the run time of our scheme.

6.1 Schnorr’s Identification Scheme

As an example of identification schemes, we introduce the scheme proposed by Schnorr [4].
The scheme is a three-move identification scheme based on the discrete logarithm prob-
lem. Bellare and Paracio [13] showed that the scheme is secure against an active attack

12



on the assumption that the one more inversion problem for discrete logarithm is hard in
terms of an interactive computation.

The verifying-key generating algorithm in the Schnorr identification scheme outputs
(p,q,g,X) onaninputs € {0, 1}* for a security parametér € N, wherep is a prime
number such tha2*~! < p < 2%, ¢ is a prime divisor ofp — 1, ¢ is a generator
of a subgroup ofZ; of orderg, and X is g° mod p. In our authentication system,

(p, q, g) isregarded as common parameters @nd, g) can be computed independently
of X. Hence the verifying-key generating algorithm can be divided into the algorithm

C, which outputsp, ¢, ) on input1*, and the algorithni’, which outputsX on input
S.

The identification protocol is shown as follows:

1. P chooseg € Z, randomly, computeg? mod p, and send the result asto V;
2. V chooses: € Z, randomly and sendsto P;

3. P computegy + ¢s mod ¢ and sends the result ago V;
4. V outputsl if g* = Y X (mod p), and0 otherwise.

Fig.1 shows Schonorr identification scheme.

Setting Identification
$ P(s) V(X)
(P.g.8)«C(1") yez, oY

$
s<{0,3¥ Yeg'modp —>

s C cezq
X« g'modp .

z < y+csmodg

If g =YX«
thend <1
elsed <0

_z

Fig. 1. Schnorr’s Identification scheme.

6.2 The Authentication System

Let{uy,us,...,us} bethe setofisersand{sy, so, .. ., s, } the set okervice providers
Each user secretly stores his/her user ID in his/her smart cardalgis, . .., a,} be
the set of user IDs. A user; is associated with his user I, and for anyi, j such that
i # j, u; # u;. Each service provider is labeled by his service ID, which is the public
identifier. Let{bq, b, ..., b, } be the set of the service IDs. A service provideris
associated with his service I, and for anyi, j such that # j, s; # s;.

We use one-way hash functions in place of pseudorandom functions. More con-
cretely,h(0 || a || b) andh(1 || a || b) are used ag,(b) and g,(b) in the system
respectively, wheré denotes a one-way hash function gndenotes concatenation.
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In our authentication system, there isrenager)/, which manages information
of the system and sets up several parameters. First, we show the preparation procedure
which is operated by/ before authentication.

— Startup: M chooses a security parametee N, and computeép, g, g).

— Registration of UsersWhen a new user; requests to join in the system/ issues
a smart card which stores € {0, 1}* chosen randomly ang, g, ) to u;.

— Registration of ServicesWhen a new service providgr; requests to join in the
system,M sendsb; € {0,1}* chosen randomly an¢p,q,g) to s;. Then M
computes pairgh(0 || a; || b;),h(1 || a; || b;)) for all ¢, and sends pairs
(h(1 | a; || b;), g"lleillb) mod p) for all i.

Next, we show the identification protocol in the system as follows.

u; sends an authentication querystp

s; sendsh; to u;.

u; computes a paith(0 || a; || b;), (1 || a; || b;)) and send&(1 || a; || b;) to s;.
s; specifies collesponding(°lle:l1%) mod p) from (1 || a; || b;).

u; ands; follow Schnorr’s identification scheme.

agr®ONE

The outline of the identification protocol in our authentication system is shown in
Figure. 2.

Setting Identification
P(a,) V(b))
> o i uer !
(p.9.8)«C(1") . query,
FOR(1<i<m) s b0 a|[b) 1
1 .
FOR(1<j</) I_a<hllalb) le—"t—0
$
S(_h(OH a; H b/) y(—Zq a’Y I (ax) > X
a<« h(la;|b;) Y < g’ mod p cizq
X « g'mod p <C_
I(@)=X .
s z < y+cxmod If 7 =YX°
ENDFOR 4 7, '8

 ——
ENDFOR then d <1

elsed <0

Fig. 2. Our identification scheme based on Schnorr’s identification scheme.

6.3 Discussion

A naive scheme realizing unlinkability in multi-service environment is to store his/her
secret-keys and pseudonyms which are randomly chosen as a table in his/her smart card.
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Using our scheme, the amount of memory is independent of the number of the service
providers, however, two more hash computations are required compared to the naive
scheme.

In our authentication systenf, (b) is defined asi(0 || a || b). Assuming that a
random variable on the s€f, }.c{0,1}~ can be regarded as a pseudorandom function,
our authentication system satisfies secure and unlinkable in multi-service environment.

7 Conclusions

In this paper we proposed a secure and unlinkable authentication system with smart
cards in multi-service environment. Our system is based on a non-trivial extension of
the identification scheme [5] to the case where multiple service providers use the au-
thentication system. Due to the use of pseudorandom functions, the memory require-
ment for each smart card is independent of the number of service providers. This is a
remarkable advantage when a huge number of services utilize the system. We show an
example of our system based on Schnorr’s identification scheme, in which pseudoran-
dom functions are replaced with one-way hash functions.
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