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Abstract. This paper proposes an identification scheme realizing an authentica-
tion system with smart cards. The proposed scheme satisfies the following prop-
erties simultaneously: security, unlinkability in multi-service environment and
memory efficiency, although a system which satisfies only two of these prop-
erties can be constructed with trivial extensions of existing systems. However,
to the best of our knowledge, there has not existed a system that satisfies all
of these properties. Unlinkability in multi-service environment is a property of
privacy protection such that user’s actions or preferences are not linked by the
adversary by analyzing logs from distinct service providers. We first present an
identification scheme for multi-service environment, which utilizes pseudoran-
dom functions. We then give a formal definition of unlinkability in multi-service
environment, and prove that our scheme is secure, unlinkable and memory effi-
cient.
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1 Introduction

Identity management systems and technologies, including authentication systems, are
getting more and more essential for our life. In particular, authentication plays an im-
portant role to prevent impersonation attacks caused by ID-theft. Hence authentication
systems must be secure against not only outside attackers but also malicious or careless
insiders.

Of various ways of authentication, this paper focuses on authentication systems
with smart cards which are more convenient to users than password-based authenti-
cation systems. Authentication in smart-card-based systems is realized by a proof of
possession of secret information stored in the smart card of the user.

Privacy problems in identity management systems are also receiving increasing at-
tention [1]. Due to the increase of data storage available and the progress of data min-
ing technologies, it is becoming easier to analyze a user’s action or preference from the
user’s service logs. This problem is more serious in multi-service environment since
logs of the same user in distinct services may be linked by leakage of these logs or
illegal coalition among distinct service providers. The property that a system can pre-
vent this problem is calledunlinkability in multi-service environment[2]. A naive solu-
tion to the problem is to use a unique ID (pseudonym) and secret-key for each service
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provider. However, it is not desirable that the memory requirement for storing secret-
keys and pseudonyms depends on the number of service providers due to restriction of
the memory size in a smart card. Therefore, authentication systems with smart cards
should be unlinkable in multi-service environment and the memory requirement should
not depend on the number of service providers.

We show the summary of requirements for authentication systems with smart cards
in this paper as follows;

– Security: any adversaries cannot impersonate a legal user even if the adversaries
can use any information which service providers have.

– Unlinkability: any adversaries cannot link logs of the same user in distinct services
even if the adversaries can collect these logs.

– Memory Efficiency: the amount of memory using our system does not depend on
the number of service providers.

We construct our system based onidentification schemes[3–5] andpseudorandom
functions[5]. An identification scheme can be a way of secure authentication, and any
strings can be used as secret-keys in the scheme. In our system, each user stores two
functions in his/her smart card. One is used to generate his/her secret-key and the other
is used to generate his/her pseudonym from a service ID. Hence the amount of memory
does not depend on the number of service providers. We assume that two functions are
values of two pseudorandom functions in our system in order to realize the property of
unlinkability in multiservice environment. A pseudorandom function, which is a ran-
dom variable whose values functions map strings to strings, is hard to distinguish from
a truly random function.

It is shown that our scheme satisfies these requirements by a formal model based
on Turing machines. We prove that our scheme is secure by using the formal defini-
tion of secure identification schemes [3, 5]. We also define the property of unlinkability
in multi-service environment formally based on Turing machine, and prove that our
scheme satisfies the property.

Applying our authentication system for multi-service environment, problems caused
by server-side mistakes or weakness, such as impersonation and linkage of distinct ser-
vice providers’ logs, are prevented, hence the system is reliable for users and service
providers can reduce the cost of identity management. In addition, our system is tolerant
to the further increase of service providers, not only because the memory requirement
for smart cards does not depend on the number of service providers, but also because
the memory need not be rewritten every time a new service provider is introduced to
the system.

This paper is organized as follows. Section 2 summarizes related work. In Section 3
we recall the identification scheme [5] which is viable and secure. We also introduce its
slight modification which retains viability and security. In Section 4 we consider an ex-
tension of identification schemes to the case where there are multiple service providers,
which uses random variables whose values are functions from strings to strings. We
also develop a formal definition of unlinkability in multi-service environment. Sec-
tion 5 proposes our identification scheme in multi-service environment which is viable,
secure, and unlinkable. We also show that in our scheme the memory requirement for
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users’ smart card is independent of the number of service providers. Section 6 describes
an example of implementation of our authentication system based on Schnorr’s iden-
tification scheme and discuss overhead of computation time of our system. Section 7
concludes the paper.

2 Related Work

Password authentication and authenticated key agreement schemes with smart cards, in
which the size of memory is independent of the number of service providers, have been
proposed in [6–8]. All of these schemes can prevent eavesdropping adversaries from
impersonating a legal user, however, they cannot prevent adversaries such as inside
attackers who can get any information in server-side, from impersonating. Juang [6]
and Hwanget al. [7] did not discuss privacy protection. There are some authentication
schemes which are secure against these attacks, for example, authentication schemes
based on public-key encryption, identification schemes based on zero knowledge proof
or three-move identification schemes [3, 4] and so on. However, to the best of our
knowledge, none of them discussed the relationship between these schemes and multi-
service environment.

On privacy protection technologies for authentication system, there are two notions
of anonymity from the viewpoint of authentication, calledweak anonymity(pseudonymity)
andstrong anonymity(unlinkability). Weak anonymity is a property that although a ser-
vice provider can know whether two trials to be authenticated are done by the same
user or not, the service provider cannot know the identifier of user. Strong anonymity
is a property that a service provider cannot determine whether two trials are done by
the same user or not. Liaoet al. [8] proposed an authentication and authenticated key
agreement scheme with strong anonymity, however, the scheme is not secure against
inside attackers as well as the previous schemes [6, 7]. Authentication schemes based
on anonymous credentials [9, 10] or group signatures [11, 12] satisfy both unlinkabil-
ity and security against inside attackers. However, the implementation cost is too high
for smart-card-based systems and in authentication systems based on these schemes,
the service providers cannot provide different services for each user. Noharaet al. [2]
proposed the notion of unlinkability in multi-service environment, which is a kind of
weak anonymity, however, the notion has not been defined in terms of computational
complexity theory.

3 Identification Scheme

In this section, we explain the definition of identification schemes [5] and we discuss the
viability and the security of identification schemes replacing the identification protocols
with extended ones.

3.1 Definitions

An interactive Turing machine(ITM) is a multi-tape Turing machine with read-only in-
put tapes, a read-and-write work tape, a write-only output tape, a pair of communication
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tapes, and a read-and-write switch tape consisting of a single cell. One communication
tape is read-only and the other is write-only.

Two ITMs A andB are said to be linked if

– an input tape ofA coincides with an input ofB,
– the read-only communication tape ofA coincides with the write-only communica-

tion tape ofB, and vice versa, and
– the switch tape ofA coincides with that ofB.

The shared input tape is called thecommon input tapeof the two ITMs, while the other
tapes are called aauxiliary input tape. A joint computationof two linked ITMs is a
sequence of pairs of the local configurations (that is, the state, the contents of the tapes,
and the positions of the heads) of the ITMs, where the configuration of one ITM is not
modified when the configuration of the other ITM is modified, which is realized by the
switch tape. The output of a joint computation is the content of the output tape of one
of the ITMs.

The output of a Turing machineA on an inputx is denoted byA(x). We denote
by 〈A,B〉 a joint computation of ITMsA andB, and by〈A(y), B(z)〉(x) its output
on a common inputx, an auxiliary inputy for A, and an auxiliary inputz for B. We
sometimes omit the brackets if the input tapes are blank. In the rest of this paper, we
sometimes call a Turing machineA an “algorithm”A, and a joint computation〈A,B〉 a
“protocol”. If A is a probabilistic algorithm,Ar(x) denotes the output ofA on an input
x and random coinsr. We denote bypoly() some fixed but unspecified polynomial, and
p(n) denotes any polynomial ofn ∈ N.

Definition 1. An identification schemeis a pair of a probabilistic polynomial-time al-
gorithmI and a protocol〈A, B〉 of two probabilistic polynomial-time ITMs such that:

– Viability: For anyn ∈ N, anyα ∈ {0, 1}n and anys ∈ {0, 1}poly(n),

Pr[〈P (s), V 〉(α, Is(α)) = 1] = 1.

– Security:For any pair of probabilistic polynomial-time ITMsB′ andB′′, any suf-
ficiently largen ∈ N, anyα ∈ {0, 1}n and anyz,

Pr[〈B′′(z, Tn), V 〉(α, ISn(α)) = 1] <
1

p(n)
,

whereSn is a random variable uniformly distributed over{0, 1}poly(n) andTn is
a random variable describing the output ofB′(z) after interacting withP (Sn), on
common input(α, ISn(α)), for polynomially many times.

Then, the strings is called asecret-key, the stringα is called apseudonym, the algorithm
I is called averifying-key generating algorithm, the output ofI is called averifying-key,
and the protocol〈A,B〉 is called anidentification protocol.
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3.2 Extension Based on Equality

In this section we show that our extended identification protocol is viable and secure.
For any protocol〈A,B〉 and any inputx, it is easy to see that there exists a protocol

〈A,B〉 such that
〈A,B〉(x) = 〈A′(x), B′(x)〉.

In addition, it is easy to see that there exists a protocol(A′′, B′′) such that

〈A′(x), B′(x)〉 = 〈A′′(x), B′′〉.

The next lemma follows from the above arguments.

Lemma 1. For any identification protocol(P, V ), anyn ∈ N, anyα ∈ {0, 1}n and
anys ∈ {0, 1}poly(n), there exists a protocol(P ′, V ′) such that

〈P (s), V 〉(α, Is(α)) = 〈P ′(s, α), V ′〉(Is(α)).

For instance, the protocol〈A′, B′〉 can be constructed as follows:

1. P ′ is an ITM which readsα on the auxiliary input tape, writesα in the write-only
communication tape, and then behaves in the same manner asP .

2. V ′ is a modification ofV , which readsα on the read-only communication tape
instead of readingα on the common input tape.

The identification protocol〈A′, B′〉 is called theextended identification protocolw.r.t.
〈A,B〉.

Lemma 2. If 〈A,B〉 is an identification protocol, the extended identification proto-
col 〈A′, B′〉 w.r.t. 〈A,B〉 satisfies the following property: for any pair of probabilistic
polynomial-time ITMsB′ andB′′, any sufficiently largen ∈ N, anyα ∈ {0, 1}n and
anyz,

Pr[〈B′′(z, Tn, α), V ′〉(ISn(α)) = 1] <
1

p(n)
,

whereSn is a random variable uniformly distributed over{0, 1}poly(n) and Tn is a
random variable describing the output ofB′(z) after interacting withP ′(Sn, α), on
common input(ISn

(α)), for polynomially times.

Proof. Assume that there exists a pair of probabilistic polynomial-time ITMsC ′ and
C ′′ such that for anα′ ∈ {0, 1}n and az′,

Pr[〈C ′′(z′, T ′
n, α), V ′〉(IS′

n
(α′)) = 1] ≥ 1

p(n)
,

whereS′
n is a random variable uniformly distributed over{0, 1}poly(n) andT ′

n is a ran-
dom variable describing the output ofC ′(z′) after interacting withP ′(S′

n, α′) on the
common input(IS′

n
(α′)) for polynomially times. We can construct a pair of probabilis-

tic polynomial-time ITMsD′ andD′′ such that:
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1. D′ is a modification ofC ′, which readsα on the read-only communication tape
instead of readingα.

2. D′′ is an ITM which skips writingα on the write-only communication tape, and
then behaves in the same manner asC ′′.

Then the distribution of the random variableT ′′
n , which is the output ofD′ after inter-

acting withP (S′
n), equals the distribution ofT ′

n. According to previous 1 and 2, the
pair ofD′ andD′′ satisfies the following property:

Pr[〈D′′(z′, T ′
n), V 〉(α, IS′

n
(α′)) = 1] ≥ 1

p(n)
.

This is contradictory to the precondition that(P, V ) is an identification protocol.

The next theorem follows from Lemma 1 and Lemma 2:

Theorem 1. If a pair (I, 〈A,B〉) is an identification scheme, then a pair of the verifying-
key generating algorithmI and the extended identification protocol〈A′, B′〉w.r.t.〈A,B〉
satisfy the following properties:

– Viability : for anyn ∈ N, anyα ∈ {0, 1}n and anys ∈ {0, 1}poly(n),

Pr[〈P ′(s, α), V ′〉(Is(α)) = 1] = 1.

– Security: for any pair of probabilistic polynomial-time ITMsB′ andB′′, any suffi-
ciently largen ∈ N, anyα ∈ {0, 1}n and anyz,

Pr[〈B′′(z, Tn), V ′〉(ISn(α)) = 1] <
1

p(n)
,

whereSn is a random variable uniformly distributed over{0, 1}poly(n) andTn is
a random variable describing the output ofB′(z) after interacting withP ′(Sn, α)
on common inputISn(α), for polynomially many times.

4 Extension of Identification Scheme for Multi-Service
Environment

In this section, present the definition of identification schemes in multi-service envi-
ronment, which are obtained by extending the identification schemes of Definition 1.
The key is the use of random variables whose values are functions that map strings to
strings. We also give a formal definition ofunlinkability in multi-service environment.

4.1 Extension for Multi-Service Environment by Functions

In this paper, we consider random variables that take functions that map strings to
strings as their values. For ease of explanation, we consider only length-preserving
functions and we assume that the sample space of the random variable is{0, 1}n. Let
Fn be a random variable whose values are functions that mapn-bit strings ton-bit
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strings, that is, the multi-set{fs : {0, 1}n → {0, 1}n}s∈{0,1}n with s representing ran-
dom coins. In the rest of paper, we also use the notationFn as a probabilistic algorithm
which outputsfs(x) on inputx and random coinss, where the meaning will be clear
from the context. We denotesFn(b) by fUn(b) whereUn is a random variable uni-
formly distributed over{0, 1}n since the random coins are random variables uniformly
distributed over{0, 1}n.

We introduceuser IDsandservice IDs, which aren-bit strings corresponding uniquely
to users and service providers, respectively. LetFn andGn be random variables that
take functions mappingn-bit strings ton-bit strings as their values. For any user IDa
and service IDb, fa(b) andga(b) denote the secret-key and the pseudonym correspond-
ing toa andb, respectively.

Then, we defineidentification schemes in multi-service environment, which is a
quadruplet of a verifying-key generating algorithmI, an identification protocol〈P, V 〉,
random variablesFn, and Gn. The definition of an identification scheme in multi-
service environment is obtained by replacing a secret-keys and an pseudonymα in Def-
inition 1 with fa(b) andga(b), respectively. An identification scheme in multi-service
environment clearly satisfies the property of viability in Definition 1.

4.2 Unlinkability in Multi-Service Environment

We also focus on a property related to privacy protection,unlinkability in multi-service
environment. This property means that any adversaries cannot link logs of the same user
in distinct services even if the adversaries can collect these logs. We assume that the
adversaries can get pseudonyms and verifying-keys. We define this property as follows:

Definition 2. An identification scheme in multi-service environment(I, 〈P, V 〉, Fn, Gn)
hasunlinkability in multi-service environmentif for any probabilistic polynomial-time
algorithmA, any sufficiently largen ∈ N and anyb 6= b′ ∈ {0, 1}n,

Pr[A(gUn(b), gUn(b′)) = 1] − Pr[A(gUn(b), gU ′
n
(b′))] = 1| <

1
p(n)

and

|Pr[A(IfUn (b)(gUn(b)), IfUn (b′)(gUn(b′))) = 1]

− Pr[A(IfUn (b)(gUn(b)), IfU′
n

(b′)(gU ′
n
(b′))) = 1]| <

1
p(n)

,

whereUn andU ′
n are random variables independently and uniformly distributed over

{0, 1}n.

As an example of “linkable” scheme, we consider an identification scheme in multi-
service environment in which the same secret-key and pseudonym (we assume they are
unique for each user ID) are used for all service providers. That is, we assume that for
any random coinsa, fa andga output the same string on any inputb. In this scheme, it is
trivial to check whether or not two pseudonyms for distinct service providers correspond
to the same user. For a more concrete example, assume an algorithmA′ which outputs
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1 if the first input equals the second input, and outputs 0, otherwise. It then holds that
Pr[A′(gUn(b), gUn(b′)) = 1] = 1 andPr[A′(gUn(b), gU ′

n
(b′)) = 1] < 1/p(n), hence

this scheme does not have unlinkability in multi-service environment.

5 Identification Scheme Achieving Security, Unlinkability and
Memory Efficiency

In this section, we propose an identification scheme in multi-service environment which
realizes an authentication system satisfying security and unlinkability in multi-service
environment by usingpseudorandom functions. In this system, each user stores in
his/her smart card two functions which pseudorandom functions take. In the authen-
tication phase, the secret-key and pseudonym of each user for a service provider is
computed by the two functions that take the service ID as their input. Then the user and
the service providers execute the extended identification protocol with his/her secret-
key and pseudonym. Let〈f〉 be a description of a functionf , and we assume any Turing
machines can execute the functionf if the machines are given the description〈f〉.

We show an identification protocol〈P ′′, V ′〉 w.r.t. an extended identification proto-
col 〈P ′, V ′〉 as follows:

– P ′′ is an ITM which first reads〈fa〉, and〈ga〉 on the auxiliary input tape, reads
b on the common input tape, and then computesfa(b) andga(b). Next,P ′′ reads
fa(b) andga(b) instead of reading the auxiliary inputs, α, then behaves in the same
manner asP ′.

The identification protocol〈P ′′, V ′〉 is calledre-extended identification protocolw.r.t.
〈P, V 〉.

Our proposed identification scheme in multi-service environment is a quadruplet of
a verifying-key generating algorithmI, a re-extended identification protocol〈P ′′, V ′〉,
pseudorandom functionsFn, andGn. In what follows, we show that our identifica-
tion scheme achieves security, unlinkability in multi-service environment, and memory
efficiency.

5.1 Pseudorandom Functions

A pseudorandom function, which is a random variable whose values are functions that
map strings to strings, cannot be distinguished from a truly random function. As a no-
tion of a pseudorandom function, Goldreich [5] is considering the set of the random
variablesFn on the set of the functions from{0, 1}n to {0, 1}n for any natural number
n. In this paper, we considerFn for ann as a pseudorandom function.

For any oracle machineM and functionf , letMf denote the execution ofM when
given access to the oraclef .

Definition 3. A random variableFn, whose values are functions from{0, 1}n to{0, 1}n,
is called apseudorandom functionif for any probabilistic polynomial-time oracle ma-
chineM and any sufficiently largen ∈ N,

|Pr[MFn(1n) = 1] − Pr[MHn(1n) = 1]| <
1

p(n)
,
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whereHn is a random variable uniformly distributed over all functions from{0, 1}n to
{0, 1}n.

The following three lemmas are used to prove the security and unlinkability in
multi-service environment of our identification scheme. The next lemma follows from
Definition 3.

Lemma 3. For any pseudorandom functionsFn, oracle replyfUn(b) on any query
b ∈ {0, 1}n, any probabilistic polynomial-time algorithmA and anyx ∈ {0, 1}n,

|Pr[A(fUn
(b), x) = 1] − Pr[A(Wn, x) = 1]| <

1
p(n)

whereUn andWn are random variables independently and uniformly distributed over
{0, 1}n.

Proof. The oracle reply given byHn on a queryb′ ∈ {0, 1}n is obviously uniformly
distributed over{0, 1}n. Assume for contrary that there exists a probabilistic polynomial-
time algorithmA′ such that, for somex′ ∈ {0, 1}n,

|Pr[A′(fUn(b′), x′) = 1] − Pr[A′(Wn, x′) = 1]| ≥ 1
p(n)

.

Let M ′ be a probabilistic polynomial-time oracle machine which receives an oracle
reply with a queryb′ then invokesA′ on input the oracle reply andx′. Then we have
that

|Pr[M ′Fn(1n) = 1] − Pr[M ′Hn(1n) = 1]| ≥ 1
p(n)

,

which contradicts to Definition 3 of pseudorandom functions.

The following lemma can be shown similarly to Lemma 3.

Lemma 4. For any pseudorandom functionFn, oracle replyfUn(b) on any queryb ∈
{0, 1}n, any probabilistic polynomial-time algorithmA,B and anyx ∈ {0, 1}n,

|Pr[A(B(fUn(b), x)) = 1] − Pr[A(B(Wn, x)) = 1]| <
1

p(n)
,

whereUn andWn are random variables independently and uniformly distributed over
{0, 1}n.

The following lemma can be shown similarly to Lemma 4 since any joint computa-
tion can be simulated by a probabilistic polynomial-time algorithm.

Lemma 5. For any pseudorandom functionsFn and Gn, oracle repliesfUn(b) and
gUn(b) on any queryb ∈ {0, 1}n, any probabilistic polynomial-time algorithmA, any
protocol〈B,C〉 of probabilistic polynomial-time ITMs and anyx ∈ {0, 1}n,

|Pr[A(〈B(fUn(b), x), C〉(gUn(b), y)) = 1]−Pr[A(〈B(Wn, x), C〉(Xn, y)) = 1]| <
1

p(n)
,

whereUn, Wn andXn are random variables independently and uniformly distributed
over{0, 1}n.
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5.2 Proof of Security

Recall the identification scheme〈P, V 〉 of Definition 1. Here, we show that an identifi-
cation scheme in multi-service environment using pseudorandom functions asFn and
Gn satisfies security.

Theorem 2. For any identification scheme in multi-service environment(I, 〈P, V 〉,
Fn, Gn) such thatFn and Gn are pseudorandom functions, any pair of probabilis-
tic polynomial-time ITMsB′ andB′′, any sufficiently largen ∈ N, anyb ∈ {0, 1}n

and anyz,

Pr[〈B′′(z, T ′
n), V 〉(b, gUn(b), IfUn (b)(gUn(b))) = 1] <

1
p(n)

,

whereUn is a random variable uniformly distributed over{0, 1}n andT ′
n is a random

variable describing the output ofB′(z) after interacting withP (fUn(b)), on common
input (b, gUn(b), IfUn (b)(gUn(b))), for polynomially many times.

Let P ∗ be an ITM such thatT ′
n = 〈P ∗(fUn(b)), B′〉(b, gUn(b), IfUn (b)(gUn(b))).

Proof. For any probabilistic algorithmA , there exists deterministic algorithmA′ out-
putsA′(r, x) = Ar(x) on inputx and outcome random coinsr. According to Lemma 4,
it holds that for any probabilistic polynomial-time algorithmA,

|Pr[A(〈P ∗(fUn(b)), B′〉(b, gUn(b), IfUn (b)(gUn(b)))) = 1]

− Pr[A(〈P ∗(Un), B′〉(b, gUn(b), IUn(gUn(b))) = 1]| <
1

p(n)
.

That is, for any probabilistic polynomial-time algorithmA,

|Pr[A(T ′
n) = 1] − Pr[A(Tn) = 1]| <

1
p(n)

,

whereTn = 〈P ∗(Un), B′〉(gUn(b), IUn(gUn(b))). Therefore, by Lemma 5,

|Pr[〈B′′(z, T ′
n), V 〉(b, gUn(b), IfUn (b)(gUn(b))) = 1]

− Pr[〈B′′(z, Tn), V 〉(gUn(b), IUn(gUn(b))) = 1]| <
1

p(n)
.

According to the definition of security in Definition 1,

Pr[〈B′′(z, Tn), V 〉(gUn(b), IUn(gUn(b))) = 1] <
1

p(n)
,

hence

Pr[〈B′′(z, T ′
n), V 〉(b, gUn(b), IfUn (b)(gUn(b))) = 1] <

1
p(n)

.

The next theorem follows from Theorem 1 and Theorem 3:
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Theorem 3. If a pair (I, 〈P, V 〉) is an identification protocol, then our proposed iden-
tification scheme in multi-service environment, which is a quadruplet ofI, re-extended
identification protocol〈P ′′, V ′〉 w.r.t. 〈P, V 〉 and pseudorandom functionsFn, andGn,
satisfies the following properties:

– Viability : for anyn ∈ N, anya ∈ {0, 1}n and anyb ∈ {0, 1}n,

Pr[〈P ′(〈fa〉, 〈ga〉), V ′〉(b, Ifa(b)(ga(b))) = 1] = 1.

– Security: for any pair of probabilistic polynomial-time ITMsB′ andB′′, any suffi-
ciently largen ∈ N, anyb ∈ {0, 1}n and anyz,

Pr[〈B′′(z, T ′
n), V ′〉(b, IfUn (b)(gUn(b))) = 1] <

1
p(n)

,

whereUn is a random variable uniformly distributed over{0, 1}n andT ′
n is a ran-

dom variable describing the output ofB′(z) after interacting withP ′(〈fUn
〉, 〈gUn

〉),
on common inputb andIfUn (b)(gUn(b)) , for polynomially many times.

5.3 Proof of Unlinkability in Multi-Service Environment

Our proposed identification scheme in multi-service environment satisfies unlinkability
in multi-service environment.

Theorem 4. Our proposed identification scheme in multi-service environment(I, 〈P ′′, V ′〉,
Fn, Gn) has unlinkability in multi-service environment.

Proof. According to Lemma 3,

|Pr[A(gUn(b), gUn(b′)) = 1] − Pr[A(gUn(b), Xn) = 1]| <
1

p(n)
(1)

and

|Pr[A(gUn(b), gWn(b′)) = 1] − Pr[A(gUn(b), Yn) = 1]| <
1

p(n)
, (2)

whereUn, Wn, Xn, andYn are random variables independently and uniformly dis-
tributed over{0, 1}n. Xn andYn are the same distribution, hence

|Pr[A(gUn(b), Xn) = 1] − Pr[A(gUn(b), Yn) = 1]| <
1

p(n)
. (3)

According to Inequalities 1, 2, and 3,

|Pr[A(gUn(b), gUn(b′)) = 1] − Pr[A(gUn(b), gWn(b′))] = 1| <
1

p(n)
.

In a similar way, according to Lemma 4,

|Pr[A(IfUn (b)(gUn(b)), IfUn (b′)(gUn(b′))) = 1]

− Pr[A(IfUn (b)(gUn(b)), IXn(Yn)) = 1]| <
1

p(n)
(4)

11



and

|Pr[A(IfUn (b)(gUn(b)), IfWn (b′)(gWn(b′))) = 1]

− Pr[A(IfUn (b)(gUn(b)), IZn(Qn)) = 1]| <
1

p(n)
, (5)

whereUn, Wn, Xn, Yn, Zn andQn are random variables independently and uniformly
distributed over{0, 1}n. Xn, Yn, Zn andQn are the same distribution, hence

|Pr[A(IfUn (b)(gUn(b)), IXn(Yn)) = 1]

− Pr[A(IfUn (b)(gUn(b)), IZn(Qn)) = 1]| <
1

p(n)
. (6)

According to Inequalities 4, 5, and 6,

|Pr[A(IfUn (b)(gUn(b)), IfUn (b′)(gUn(b′))) = 1]

− Pr[A(IfUn (b)(gUn(b)), IfWn (b′)(gWn(b′))) = 1]| <
1

p(n)
.

5.4 Memory Efficiency

The auxiliary input tape ofP ′′ of our proposed identification scheme corresponds to
the memory of each smart card of our authentication system. The memory efficiency of
identification schemes is defined as follows:

Definition 4. An identification scheme in multi-service environment is said to bememory-
efficient if the length of the auxiliary input tape ofP ′′ is independent of the number of
service providers.

Since the lengths of descriptions〈fa〉, and〈ga〉 of functionsfa andga are indepen-
dent of the number of service providers, we have the following theorem:

Theorem 5. Our proposed identification scheme(I, 〈P ′′, V ′〉, Fn, Gn) is memory-efficient.

6 An Example of Implementation

In this section, we show an example of implementation of our authentication system.
The system is based on Schnorr’s identification scheme [4], and uses one-way hash
functions instead of pseudorandom functions. We then estimate an overhead with re-
spect to the run time of our scheme.

6.1 Schnorr’s Identification Scheme

As an example of identification schemes, we introduce the scheme proposed by Schnorr [4].
The scheme is a three-move identification scheme based on the discrete logarithm prob-
lem. Bellare and Paracio [13] showed that the scheme is secure against an active attack
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on the assumption that the one more inversion problem for discrete logarithm is hard in
terms of an interactive computation.

The verifying-key generating algorithm in the Schnorr identification scheme outputs
(p, q, g,X) on an inputs ∈ {0, 1}k for a security parameterk ∈ N, wherep is a prime
number such that2k−1 ≤ p < 2k, q is a prime divisor ofp − 1, g is a generator
of a subgroup ofZ∗

p of order q, andX is gs mod p. In our authentication system,
(p, q, g) is regarded as common parameters and(p, q, g) can be computed independently
of X. Hence the verifying-key generating algorithm can be divided into the algorithm
C, which outputs(p, q, g) on input1k, and the algorithmI ′, which outputsX on input
s.

The identification protocol is shown as follows:

1. P choosesy ∈ Zq randomly, computesgy mod p, and send the result asY to V ;
2. V choosesc ∈ Zq randomly and sendsc to P ;
3. P computesy + cs mod q and sends the result asz to V ;
4. V outputs1 if gz = Y Xc (mod p), and0 otherwise.

Fig.1 shows Schonorr identification scheme.

pgXs
Cgqp s k

k
mod}1,0{ )1(),,( $ $

←←
← pgY Zy yq mod$←←

qcsyz mod+←
01←←

=
delse dthen YXgIf cz

Setting Identification
cY,α
z

qc Ζ←$
)(sP )(XV

Fig. 1.Schnorr’s Identification scheme.

6.2 The Authentication System

Let{u1, u2, . . . , u`} be the set ofusersand{s1, s2, . . . , sm} the set ofservice providers.
Each user secretly stores his/her user ID in his/her smart card. Let{a1, a2, . . . , a`} be
the set of user IDs. A userui is associated with his user IDai, and for anyi, j such that
i 6= j, ui 6= uj . Each service provider is labeled by his service ID, which is the public
identifier. Let{b1, b2, . . . , bm} be the set of the service IDs. A service providersj is
associated with his service IDbj , and for anyi, j such thati 6= j, si 6= sj .

We use one-way hash functions in place of pseudorandom functions. More con-
cretely,h(0 ‖ a ‖ b) andh(1 ‖ a ‖ b) are used asfa(b) andga(b) in the system
respectively, whereh denotes a one-way hash function and‖ denotes concatenation.
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In our authentication system, there is amanagerM , which manages information
of the system and sets up several parameters. First, we show the preparation procedure
which is operated byM before authentication.

– Startup:M chooses a security parameterk ∈ N, and computes(p, q, g).
– Registration of Users:When a new userui requests to join in the system,M issues

a smart card which storesai ∈ {0, 1}k chosen randomly and(p, q, g) to ui.
– Registration of Services:When a new service providersj requests to join in the

system,M sendsbj ∈ {0, 1}k chosen randomly and(p, q, g) to sj . Then M
computes pairs(h(0 ‖ ai ‖ bj), h(1 ‖ ai ‖ bj)) for all i, and sends pairs
(h(1 ‖ ai ‖ bj), gh(0‖ai‖bj) mod p) for all i.

Next, we show the identification protocol in the system as follows.

1. ui sends an authentication query tosj .
2. sj sendsbj to ui.
3. ui computes a pair(h(0 ‖ ai ‖ bj), h(1 ‖ ai ‖ bj)) and sendsh(1 ‖ ai ‖ bj) to sj .
4. sj specifies collespondinggh(0‖ai‖bj) mod p) from h(1 ‖ ai ‖ bj).
5. ui andsj follow Schnorr’s identification scheme.

The outline of the identification protocol in our authentication system is shown in
Figure. 2.

ENDFORENDFOR)( mod )||||1( )||||0( )1(FOR )1(FOR )1(),,( $

XI pgX bah bahs jmi Cgqp

s s ji ji
k

=←←
← ≤≤≤≤←

αα l
pgY Zy bah bahs

yq ji ji
mod

)||||1( )||||0($←←
←←α

qcxyz mod+←
01←←

=
delse dthen YXgIf cz

Setting Identification

cY,α
jb

z
qsc XI Ζ← →$ )(α

query)( iaP )( ibV

Fig. 2.Our identification scheme based on Schnorr’s identification scheme.

6.3 Discussion

A naive scheme realizing unlinkability in multi-service environment is to store his/her
secret-keys and pseudonyms which are randomly chosen as a table in his/her smart card.
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Using our scheme, the amount of memory is independent of the number of the service
providers, however, two more hash computations are required compared to the naive
scheme.

In our authentication system,fa(b) is defined ash(0 ‖ a ‖ b). Assuming that a
random variable on the set{fa}a∈{0,1}n can be regarded as a pseudorandom function,
our authentication system satisfies secure and unlinkable in multi-service environment.

7 Conclusions

In this paper we proposed a secure and unlinkable authentication system with smart
cards in multi-service environment. Our system is based on a non-trivial extension of
the identification scheme [5] to the case where multiple service providers use the au-
thentication system. Due to the use of pseudorandom functions, the memory require-
ment for each smart card is independent of the number of service providers. This is a
remarkable advantage when a huge number of services utilize the system. We show an
example of our system based on Schnorr’s identification scheme, in which pseudoran-
dom functions are replaced with one-way hash functions.
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